
SUMMARY 

The city of Joplin, Missouri straddles both New-
ton and Jasper Counties, and it’s home to more 
than 50,000 people. During the week after the 
2021 July 4th holiday weekend, city personnel 
discovered ransomware that quickly caused all 
computer systems, phone lines, and essential 
services to go offline. At the time, the City Man-
ager was away on vacation and the IT Director 
on medical leave. 

CITY OF JOPLIN TAPS STRONGHOLD DATA TO 
LEAD TECHNICAL RECOVERY EFFORT

It was all-hands-on-deck for Stronghold Data 
once the partnership with the City of Joplin began. 
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Stronghold’s CIO, David Markley, and his team 
worked onsite every day for a month to guide 
Joplin’s IT staff through the recovery process after 
a bad actor accessed an account with administrative 
permissions. They then installed ransomware on 
all online machines. Once ransomware existed on 
the larger servers, it didn’t take long for the en-
cryption to churn through the smaller machines 
that used less data. 

First, Stronghold Data cut all internal access and 
disconnected infected hardware. They then  
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            The city of Joplin appreciates the  
capacity and knowledge [Stronghold] 
brought. The city is fortunate to have them 
locally here in our community to help the city 
out. Stronghold made our response to the  
incident easier. I couldn't imagine having  
to do all that was required without them.

Nick Edwards 
Joplin City Administrator
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secured and back online,  
Stronghold worked 
with Joplin’s  
insurance  
company 
and other 
third parties 
to provide 
data for the  
forensic  
investigation. 
This would 
support law 
enforcement 
and inves-
tigators in 
the process. 
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“We had to juggle two diametrically opposed 
efforts,” says Markley. “Recovery says, ‘Do what-
ever you can; you’ve got critical functions that 
need to get back up and running,’ while Foren-
sics says, ‘Stop—don’t touch anything; Dust for 
prints.’ Thankfully, we had a great team to help 
with the various pieces.” Stronghold Data met 
regularly with the city and other third parties to 
provide updates and guidance throughout the 
incident response.

J oplin’s City Manager, Nick Edwards, describes 
the cyber event like a heart attack. With a 

heart attack, the hard part happens after 
you leave the hospital: the diet changes, 

exercise, medications, and follow-ups 
with the doctor. Similarly, the city 

of Joplin works every day to 
fortify their systems. 

Cities shouldn’t wait 
until disaster strikes 

to do this work. Talk 
to a Stronghold Data 
representative today 
to find out if your IT 
systems are secure.

assessed the backup strategies of various depart-
ments and ecosystems, triaging and prioritizing the 
most important systems. While the city had backups, 
they lacked non-infected hardware. Stronghold 
Data maintains stores of hardware, so within two 
days, they had procured the systems needed,  
delivered those systems to the city, and installed 
networks on clean machines. Essential services 
were then restored to the public within fourty-eight 
hours. 

STRONGHOLD SUPPORTS  
FORENSIC INVESTIGATION
Once essential services were 
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